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Preface

PREFACE

Disclaimer

The information in this document is subject to change without prior notice
and does not represent commitment from NexAloT Co., Ltd. However, users
may update their knowledge of any product in use by constantly checking
its manual posted on our website: https://www.nexaiot.com. NexAloT

shall not be liable for direct, indirect, special, incidental, or consequential
damages arising out of the use of any product, nor for any infringements
upon the rights of third parties, which may result from such use. Any
implied warranties of merchantability or fitness for any particular purpose is
also disclaimed.

Acknowledgements

The NexUA Server is a trademark of NexAloT Co., Ltd. All other product
names mentioned herein are registered trademarks of their respective
owners.

Revision History

Version Date Description
v1.04 June 2018 Initial release
1. Support alarm notification and
v1.06 February 2019 historical data logging.
2. Support anonymous login.
1. Released NexUA version 1.20.037.
2. Support ODBC interface for MySQL
and MSSQL.
3. Support online or offline activation.

v1.07 September 2019
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CHAPTER 1: UsiING THE NEXUA SERVER

1.1 Introduction

NexAloT NexUA Server is an Open Platform Communications

Unified Architecture (OPC UA) server package with the focus on
communicating with systems for data collection. Based on the

OPC UA information model, NexAloT NexUA provides the platform
required for information collection and allows users to leverage

the service-oriented architecture of OPC UA to organize their
complex data into an OPC UA namespace. With features such as tag
subscriptions and real-time updates, NexAloT NexUA Server plays a
key role as a communication portal that allows OPC UA clients to
manipulate HMI or PLC data. NexAloT NexUA Server consists of a
configurable GUI for parameters and settings as well as an OPC UA
server service to act as a hub for gathering data and sending them to
OPC UA client applications, enabling a streamlined OPC UA system
operation.

Check the operating system requirement before installing the NexUA
Server. The following are the supported operating systems:

e Microsoft Windows 10, Windows 8.1, Windows 7 with Service
Pack 1, Windows Embedded Standard 7 with Service Pack 1
e Microsoft Windows Server 2016, Windows Server 2012 R2

ot
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1.2 Installing NexUA Server

1. Double click on the filename of the NexUA Server setup file, select
the language for the installation, and click OK.

MexU4 Server - InstallShield Wizard pod

. Select the language for the installation from the choices below,

English {United States) w

Chinese (Simplified)

Chinese i radiﬁunal; |
MexU4 Server - InstallShield Wizard pod

. Select the language for the installation from the choices below.

English (United States) '

2. The installation wizard will prepare the setup process.

MexUA Server - InstallShield Wizard

Preparing to Install...

MexUA Server Setup is preparing the InstallShield Wizard,
which will guide you through the program setup process.
Please wait.

Extracting: MexUA Server.msi

] Cancel

ot
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3. Click Next to proceed, or click Cancel to quit.

ﬁ MexUA Server - InstallShield Wizard =

Welcome to the InstallShield Wizard for
NexUA Server v1.20.037

The InstallShield(R) Wizard will install NexUA Server on your
computer. To continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties.

4. Check the I accept the terms in the license agreement option,
and click Next to proceed.

ﬁ MexUA Server - InstallShield Wizard >

License Agreement

Please read the following license agreement carefully.

NexAloT Co., Lid. , END-USER LICENSE AGREEMENT "

Please carefully read the following terms and conditions before using this
product. It contains software, this use of which is icensed by NexAloT Co.,
Ltd., to its customers for their use only as set forth below. If vou do not
agree to the terms and conditions of this agreement, do not use the software.
No part of this software may be reproduced, copied, translated or transmitted
in any form or by any means without the prior written permission of
NexAloT Co., Lid..

(®)T accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

Installshield

cocs

ot
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5. Enter the user information and the Serial Number.

ﬁ MexUA Server - InstallShield Wizard

Customer Information

Please enter your information.

User Name:
IAlioe

Organization:

nEXATOT]

Serial Number:

| H |'| | Trial Version

Installshield
< Back Cancel
e ‘ Note: You can check the Trial Version option and enter the serial
\ number later. The entered product key will introduce a respective
. version of NexUA Server displayed on the title of the GUI.
MexUA Server - InstallShield Wizard >

Serial Mumber Error.
The Serial Number must be the form XO0{-000-D0000000,

Please recheck your Serial Number again.

*A warning message will be prompted if the serial number is invalid.

ot
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6. Click Install to begin installation.

ﬁ MexUA Server - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

7. The installation will begin and may take a while.

ﬁ MexUA Server - InstallShield Wizard —

Installing NexUA Server

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs MexUA Server. This may
take several minutes.

Status:
Copying new files

InstallShield

ot
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8. Once completed, click Finish to exit the installation wizard.

ﬁ MexUA Server - InstallShield Wizard =

InstallShield Wizard Completed

The Installshield Wizard has successfully installed MexUA
Server. Click Finish to exit the wizard.

Launch MexUA Server Utility

ot
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[ ] [
1.2 Launching NexUA Server
Once installed, you should be able to find the program named
NexUA Utility in the All Programs list as shown.
B uexcom
3 NexUA Utility
@ User lManual
1. Click on the icon or NexUA Utility to launch NexUA Server.
*Actual location varies from operating systems. The screenshot
above depicts the program in Windows 7.
2. Enter the password in the respective field and click OK.
MexUd Server Utility Login b
Password:
Cancel
e Note:
1. Use the default Password: 0000 to log in if you are logging in for
the first time.
2. Remember to change the password frequently and keep it in a safe
place to avoid hacking. Refer to 2.4 License for setting the password.
Warning >
| The passwaord is not correct! Please try again.
*A warning message will be prompted if an incorrect password is
entered.
negooT [N
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3. The GUI of NexUA Server will be displayed on the screen.

MexUA Server Utility: Trial Version (< 30 days)

Status
Show the status of NexUA server.

ped

Status  Endpoints  Users

MexUA Server Status

Status: Stopped

A TCP: Not Supported.

HTTPS: Mot Supported.
Information

Server Config:  ServerConfig.xml

Mode Config: ModeConfig. xml

Server Operation: Restart

Mode Config ODBC Database License About

oK Cancel

ot
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CHAPTER 2: NExXUA SErRVER BAsics

NexAloT NexUA Server consists 5 pages of information and menus for
server status and configurable parameters. Simply click on the respective tab
for further configuration purposes with NexUA Server.

MexUA Server Utility: Trial Version (< 30 days) @X

Status
Show the status of MexUA server.

o Status  Endpoints Users Mode Config ODBC Database License About

MexUA Server Status
Status: Stopped
LA TCP: Mot Suppaorted.

HTTPS: Mot Supported.

Information

Server Config:  ServerConfig.xml

Mode Config: ModeConfig. xml

Server Operation: Restart E Start I Stop

oK Cancel Apply 9
J|

ot
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Item |Name Description

NexUA Server Move the cursor onto the connection
Status address and right click to copy it.

Click OK or Cancel to hide the interface in
the background.

@ NexUA Server Utility

MNe rver Utility is running here.

. 300PM
D) 4110000 A

2  |OK/Cancel To bring the interface back to the screen, click
on Show hidden icons in the taskbar, and
click on the icon of NexUA Server. A message
will prompt you to enter the password.

[ 1] S

N NexUA Server Utility

: . 313PM
@D o B

Click Apply to make the configured
parameters take effect. A message will prompt
you with the option to restart the server.

Question
3 |Apply

All parameters have been applied. Do you want to restart the
MexlUA Server?

Yes HNo

4 X Click on the X button to exit NexUA Server.

ot
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2.1 Status

The Status page displays brief information about the current server
status. When NexUA Server is launched, the server operation is
initially stopped by default. Once NexUA Server is up and running,
the connection addresses for UA TCP: and HTTPS: will be displayed
respectively, allowing client applications to use the addresses to
connect to NexUA Server.

MexUA Server Utility: Trial Version (< 30 days) X

Status
Shows the status of NexUA server.

Status  Endpoints Users Mode Config ODBC Database License About

MNexUA Server Status

Status: Stopped
LA TCP: Mot Supported.

HTTPS: Mot Supported.

Information

Server Config:  ServerConfig.xml

MNode Config: NodeConfig. xml

Server Operation: Restart Stop

QK Cancel Apply

Item |Name |Description
1 Start | Click Start to get the server running.
2 Stop Click Stop to stop the server operation.
Click Restart to stop and start the server operation.

Information! >

3 REStart o MexUA Service has been restarted!

ot
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2.2 Endpoints

The Endpoints page allows you to configure all affiliated settings of
connections between endpoints. You can edit the settings and save
them by clicking Apply at the bottom of the user interface. The
settings are applied once the server has been restarted.

MexUA Server Utility: Trial Version (< 30 days) X

Ei Endpoints
- ‘h‘i Configurate the NexUA server.

e ]

Status Endpeints  Users MNode Config ODBC Datsbase License About

UATCP

o opc., top: /AWINDEY 1909EVAL: 480 10
9 Port: |
9 Server Mame: WINDEY1909EVAL
@ Security Modes: None Sign SignEncrypt
B Security Polides: Basic128Rsals Basic256 Basic2565ha256
HTTPS

@) HAntps:/wiNDEV 1309EVAL:48011

9 Part: 48011

9 Server Mame: WINDEY1909EVAL

Cancel Apply

ot
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[ [ [ ]
Item |Name Description
UA TCP is the default network protocol for the endpoints.
1 Connection | You can choose to enable or disable the HTTPS protocol by
Address checking/unchecking the checkbox on the left of the HTTPS
connection address.
Enter a number in the Port field to set the dedicated port
2 Port .
for the connection address.
3 Server Enter a name in the Server Name field to set the hostname
Name for the connection address.
Check either of the checkboxes in Security Modes to set
the method for authenticating the connection.
4 Security ¢ None: The connection does not require authentication.
Modes e Sign: The connection requires sign-in information.
e SignEncrypt: The connection requires and encrypts sign-
in information.
Check either of the checkboxes in Security Policies to set
the encryption algorithm used for the connection.
e Basic128Rsa15: The connection adopts RSA15 as the
key wrap algorithm and 128-bit Basic as the message
5 Security encryption algorithm.
Policies e Basic256: The connection adopts 256-bit Basic as the
message encryption algorithm.
e Basic256Sha256: The connection uses SHA256 for
the signature digest and 256-bit Basic as the message
encryption algorithm.
e Note:
1. HTTPS is designed to secure against attackers gaining access to
. website accounts and sensitive information. Thus, there are no

security settings in the HTTPS section.
2. If both ports of UA TCP and HTTPS are identical, an error message will
prompt you to reset the ports.

Error! =

The two ports of UA TCP and HTTPS should not be the same.
Please reset it!

[NEX) 0T .
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2.3 Users

The Users page displays user authentication settings. Connections
to NexUA Server can be authenticated with username/password,
Windows Logon, or Certification.

MexUA Server Utility: Trial Version (= 30 days)

‘ Users
Add/Remove the users of NexUA server.

Status Endpoints Users  Wode Config ODBC Database License About

Administrator o

Mame: root Password: Reset

Server Users

# Mame Read Write Executable

2]

gon Enable Certification Anonymous
Cancel Apply

]
QI0T (] ]
NexUA Server User Manual
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Item | Name

Description

1 Reset

Click Reset to change the password of the Administrator.

Server
Users

Right click on the table in Server Users to Add a user,
Delete one or multiple users, Change Password of a user,
and Change Access Right of a user.

Note:

Press and hold the Shift key and
click on the name of the user to
select multiple users.

mll- Add User

Delete Uszer(s)

Change Password

Change Access Right

Add User

Select Add User in the pop-up window to add a new
account. Enter the required information in the respective
fields, and select the required Access Right option by
selecting the respective checkboxes. Click OK when done.

Add New User *

User Information

Mame: | Ben

Password: | s

Password Confirm: | vene|

Access Right: Read Write Ewecutable

oK Cancel

Enable
3 |Windows
Logon

Check the checkbox on the left of Enable Windows Logon
to enable or disable Windows logon, which is a feature

that uses username and password of the local windows
installation for NexUA Server connection.

Enable
Certification

Check the checkbox on the left of Enable Certification to
enable or disable asymmetrical cryptography to authenticate
with the self-signed certificate for NexUA Server connection.

The trusted self-signed public key is stored in the following path:
C:\Program Files\NEXCOM\NexUA Server\pkiuser\trusted\certs
The rejected self-signed public key is stored in the following path:
C:\Program Files\NEXCOM\NexUA Server\pkiuser\rejected

Note: Moving a rejected self-signed public key from the “rejected”
location to the “trusted” location results in its status becoming trusted.

5 |Anonymous

Check the checkbox on the left of Anonymous to enable or
disable anonymous login.

ot
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2.4 Node Config

The Node Config page displays and configures alarm and historical
data settings of the NexUA Server. An alarm is an abnormal condition
aimed to notify relevant users that special attention is required. The
historical configuration is used to provide historical data for a variable
from the NexUA Server.

MexUA Server Utility: Trial Version (< 30 days) *

Node Config
Specifies alarm and historical settings for NexUA Server

]

Status Endpoints Users Mode Config  QDBC Database License About

0Current Configuration
Config File Mame:  ModeConfig.xml

Alarm & HA List

#  MNode Name .b!'t'cl:ributem Value &
o [eoy  1-1 (R
02 6018 DataType Float
‘W 03 6019 MNodePath 5002
B o0 s019 HighHighLimit 100
‘M 05 6023 HighLimit 82
LowvLimit 21 W
e []start Logging 9 Configure
Import Export

concel | [ somy

ot
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HEE
Item [Name Description
1-1. The & icon represents an alarm field.
1 Alarm & HA | 1-2. The E’ icon represents a field and the value of the field
List will be stored to the server.
1-3. Displays the attributes of the selected fields in the
Alarm & HA List table.
Start Starts or stops the logging of historical data. After starting
2 . the logging, the value of nodes will be historized to the
Logging
server.
You can edit the alarm and historical data settings by clicking
Configure at the bottom of the Node Config page.
Alarms & Historical Data >
Mode Configuration e
=T Objects Attribute Value
9“@_;”‘1"5 Hum NodeID
.. AC Temp MNamespacelndex NS1
47 Amp IdentifierType Mumeric
.47 Float Identifier 6017
.40 Floatalarm ModeClass Variable
E) - @ Motorl BrowseName ns=0, FloatAlarm™
{0l Motor2 DataType Float
-] Motor3 DisplayMame ™, "FloatAlarm™
4] Motor4 Description
-4 Pressure WriteMask 0
-4l PressureAlarm UseririteMask 0
. -0 Voltage
3 | Configure R |
(2]
PressureAlarm Alarm Condition
HighHighLimit 100
HightLimit 82
LowLimit 21
LowLowLimit 11
Cancel
1. Objects: Allows users to browse all the objects (“object”
indicates the node class) and all the child elements of
objects in the server’s address space. (The server’s address
space will be saved as a XML file and the default filename
is NodeConfig.xml.)
neqoT ..M
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Item | Name

Description

4. Attribute List: The Attribute window shows the attributes

Right-click on the element to select the Add Alarm Event or
Add Historical Data menu item. Select Add Alarm Event
to set the element with alarm notification, or select Add
Historical Data to ask server for historical data buffering.

Add Alarm Event
Add Historical Data

1-1 The 4] icon represents a node without alarm and
historical data setting.

1-2 The 4 icon represents a node with alarm
notification setting.

1-3 The 40 icon represents that the server will save
historical data for this node.

1-4 The 4.3 icon represents this node provides both
alarm notification and historical data buffering.

2. Alarm Event: Allows users to browse all the nodes with
alarm notification setting.

Right-click on the element to select the Edit Condition or
Remove Alarm menu item.

Edit Condition

Remove Alarm

3. Historical Data: Allows users to browse all the nodes
with historical data buffering setting.

Right-click on the element and select the Remove
Historical menu item to remove setting.

Remowve Historial

of the node that is selected in the Objects window.

ot
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[ [ [ |
Item [Name Description
5. Alarm Condition: The Alarm Condition window shows
the conditions of alarm notification. If the node’s data type
is Boolean, there is no need to set the alarm condition.
Alarm Condition
HighHighLimit —
HighLimit =
LoweLimit e
LowLawLimit e
Note: The settings of Historical Data and Alarm Event might be
disabled if the node's data type is not supported by ODBC.
Click Import to select configuration files in the File Explorer.
Select the file and click Open. A message will prompt you to
restart the NexUA Server.
After restarting the NexUA Server, the new configuration will
be applied to the server’s address space.
Import Nede Configuration X
1T <« NEXCOM s MexUA Server » ~ 0 Search NexUA Server .l
Organize = New folder E:v ™ @
. A Name - Date modified Type
Quick access
4 Import mon o [ e
¥ Downloads ¢ phiuser File folder
[ Documents =] NodeConfig XML Document
=] Pictures + =] ServerConfig XML Document]
D Music
printscreen
B videos
@ OneDrive
3 This PC
iF Metwork v < >
File name: | | ML File (rami) -
Cancel
Click Export to save the current configuration to an external
XML file.
Export Node Configuration 4
+ « MEXCOM » MexUA Server » ~ O Search MexUA Server »
Organize Mew folder Bz -
M Desktop # ™ Name - Date modified Type
‘-annlnads * Activate File folder
[= Documents piserver File folder
=] Pictures * pkiuser File folder
5 Export b Music =] NodeConfig XML Document
printscreen =] ServerConfig XML Document
& Videos
@ OneDrive
@ ThisPC
¥ Metwork v < >
F\Ieﬂame:“ ~
Save as type: | XML File (*xml) v
~ Hide Folders Cancel
AlIOT Bs
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2.5 NexUA ODBC SOP

This section describes the procedures for setting up ODBC in MySQL
and MSSQL.

MySQL
Step 1: Environment Setup
1-1 Please download MySQL and ODBC drivers from the below URLs:

https://dev.mysql.com/downloads/mysql/
https://dev.mysal.com/downloads/connector/odbc/

Note: The ODBC driver cannot be higher than the fifth
version.

Generally Available (GA) Releases

Connector/ODBC 5.3.13

Select Version:
|5.3.13 |

Select Operating System:

Microsoft Windows N

Select OS Version:
Windows (x86, 64-bit) v

1-2 Open MySQL Workbench and connect to the target server.

B MysSQL Workbench - u] X

A  Localinstance MySQLSD  x
File Edit View Database Tools Scripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other

database vendors to your MySQL database.
Browse Documentation > Read the Blog > Discuss on the Forums >

MySQL Connections ®©® 2 Filter connections

Local instance MySQL80

2 root
#* localhost:3306

ot
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| | [ |
Step 2: Create the user and give the user permission to access the DB
2-1 Go to Server > Users and Privileges on the top menu bar.
| B MysQL Workbench
‘ﬁ Local instance MySQL80 x
File Edit View Query Database Server Tools Scripting Help
| o S&8E&E St
: Client Connections
Bavigecy Users and Privileges 1}-—'
23
SCHEMAS h Status and System Variables
Q |F1Iter objects | J Data Export
> sakila
> Ei'; s Us Data Import Fount
¥ [ uatest ﬁ Startup/Shutdown unt Lir
[ - I
2-2 Click Add Account.
Local instance MySQL80
Users and Privileges
User Accounts Sel
User From Host Lo
mysql.infoschema localhost
mysql.session localhost
mysql.sys localhost
root %
ulahsieh %
Add Account Delete Refresh
AIOT -
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2-3 Fill'in the Login Name and Password.

Details for account newuser@%

Login  Account Limits Administrative Roles  Schema Privileges

You may create multiple accounts with the same name

LIS EUI : to connect from different hosts.

For the standard password and/or host based authentication,

Authentication Type: [ Standard v 5 4

Limit to Hosts Matching: % and _ wildcards may be used
I |

Password; [T

Type a password to resetit.

Medium strength password.

Confirm Password: ["“““““ ‘ Enter password again to confirm.

Expire Password

2-4 To allow access to the database from any network, please enter
the percentage sign "% " in Limit to Hosts Matching. This
will grant MySQL remote access to any IP or network.

Administration - Users and Privil

Local instance MySQL80
Users and Privileges

User Accounts Details for account ulahsieh@%

User From Host Login  AccountLimits Administrative Roles Schema Privileges
mysqlinfoschema  localhost

mysql.session localhost i :  |ulahsieh You may create multiple accounts with
i toon e | to connect from different hosts.

mysql.sys localhost

root %

ulahsieh % Authentication Type:  Standard For ﬂs?sstandag'i‘ password and/or hos

Ileithosstandmg: % I%md_unldwdsmaybeused
Password: |*esssssmmmmmmmam Type a password to reset it.

Consider using a password with 8 or more characters with
mixed case letters, numbers and punctuation marks.

Confirm d: Enter password again to confirm.
| |

Expire Password

Add Account Delete Refresh Revert Apply

ot
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2-5 Change the tab to Administrative Roles and select the first

role DBA, then click Apply.

B MysaL Workbench

A Localinstence MySQLE7 x
File Edit View Query Dambase Sever Tools

¢ SEEEL

Seripting  Help

® D=1

Navigator:::: : Adminisiration - Users and P
SCHEMAS «
alf o Local instance MySQLS7
Flter objects Users and Privileges
> B saklla User Accounts Details for account newuser@%
sys I
uatest User From Host Login Schema Privileges
world mysqlsession localhost
mysal.sys localhost Role. Description Global Privileges ~
newuser % DBA grants the rights ta perform all ALTER
root localhost MaintenanceAdmin grants rights needed to maintai ALTER ROUTINE
ProcessAdmin rights needed to assess, monitol CREATE
UserAdmin grants rights to create userslogi CREATE ROUTINE
SecurityAdmin rights to manage logins and gra CREATE TABLESPACE
MonitarAdmin minimum set of rights needed tc CREATE TEMPORARY TABLES
DBManager grants full rights on all database| CREATE USER.
DEDesigner rights to create and reverse engi CREATE VIEW
ReplicationAdmin rights nesded to setup and man: DELETE
imneaaol schemas BackupAdmin minimal rights needed to backy; DROP
EVENT
Information - EXECUTE
FILE
No object selected GRANT OFTION
INDEX ©
< > < B >
Revoke Al rivieges
Add Account Delete Refresh Revert
Output
[ Action Output -
Object Info ~ Session * Time Action

Duratien / Fetch

ot
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Step 3: Turn off the firewall setting in Control Panel

3-1 Go to Control Panel > System and Security > Windows
Defender Firewall, and click Turn Windows Defender

Firewall on or off.

0 Windows Defender Firewall

& = « 4 @ > ControlPanel > System and Security > Windows Defender Firewall v

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

) Change notification settings

urn Windows Defender
Eirewall on or off

& Restore defaults
) Advanced settings
Troubleshaot my network

Help protect your PC with Windows Defender Firewall
‘Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Intemet or a network.

Update your Firewall settings

‘Windows Defender Firewall is not using the & Use recommended settings
recommended settings to protect your computer.

What are the recommended settings?

. g Private networks Connected ()

Networks at home or work where you know and trust the people and devices on the network

3-2 Select Turn off Windows Defender Firewall and click OK.

ﬂ Customize Settings

- O

— - 4 ﬂ« Win... » Customize Settings v O Search Control Panel R

Customize settings for each type of network

You can maedify the firewall settings for each type of network that you use,

Private network settings
v (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app
w (@ Turn off Windows Defender Firewall (not recommended)

Public network settings
9 (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Naotify me when Windows Defender Firewall blocks a new app

w (® Turn off Windows Defender Firewall (not recommended)

Cancel

ot
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Step 4: NexUA Server Utility Settings - Node Config

4-1 Open the NexUA Server Utility and click Start to run the server.

MexUA Server Utility: Trial Version (< 30 days) X
Status
Show the status of NexUA server.
Status  Endpoints Users Mode Config ODBC Database License About
NexUA Server Status
Status: Stopped
UA TCP: Mot Supported.
HTTPS: Mot Supported.
Information
Server Config:  ServerConfig.xml
Node Config: NodeConfig. xml
Server Operation: Restart Stop
oK Cancel Apply
4-2 Switch to the Node Config tab and click Import to add your
XML address space file.
MexUA Server Utility: Trial Version (< 30 days) >
Node Config
Specifies alarm and historical settings for NexUA Server
]
Status Endpoints  Users| Mode Config JODBC Database License About
Current Configuration
Config File Name: MNodeConfig.xml
Alarm & HaA List
#  MNode Mame Attribute Value
[]start Logging Configure
Impart Export
Concel | [ B0l

ot
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4-3 Click Configure to show the Alarm & Historical Data window.

MexUA Server Utility: Trial Version (< 30 days)

Node Config
Specifies alarm and historical settings for NexUA Server

X

Status Endpoints  Users

Current Configuration

Alarm & HA List

Config File Name:  NodeConfig.xml

Mode Config  QDBC Datsbase License About

# Mode Mame Attribute Value
[ start Logging Configure
Import Export
concel | | only

4-4 Expand the node tree. Right-click the node and choose the
Alarm Event or Historical Data you would like to add, then

click OK.

Alarms & Historical Data

Mode Configuration

=/ Objects
| -0 fieldt
Be basic
B i

L0 Tempera |

Add Alarm Event

Alarm Event
Historical Data 1

Add Historical Data

X
Attribute Value
ModelD
Namespacelndex MNS1
I I Type Murmeric
6001
] Variable
BrowseName ns=0, "Humidity™
DataType Double
DisplayMame ™, "Humidity”
Description
WriteMask 0
UserWriteMask 0
Alarm Condition
HighHighLimit =
HighLimit —
LowLimit =
LowLowLimit =
Cancel

ot
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4-5 You can view the Alarm & HA List's changes below. Check
the Start Logging checkbox to log the data into database.
Click Apply to apply the settings to the server.

MexUA Server Utility: Trial Version (< 30 days) >

Node Config
Specifies alarm and historical settings for NexUA Server

o

Status Endpoints Users Mode Config QDBC Database License About

Current Configuration

Config File Name: MNodeConfig.xml

Alarm & HaA List
#  Node Mame Attribute Value
‘B 01 8001
B oz so01
B o3 so02
Start Logging Configure
Import Export

cancel [ aomy

ot
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Step 5: NexUA Utility Settings - ODBC Database
5-1 Switch to the ODBC Database tab and check the Activate

SQL checkbox.

MexUA Server Utility: Trial Version (< 30 days)

J ODBC Database

Create an ODBC connection to a SQL Server database

Status

Endpoints  Users

SQL Server:
SQL Type:
SQL Driver:
Server:
Port:

User:
Password:

Database:

Mode Config

ODBC Database

License  About

SQL Server is Disconnection

3306

Cancel

Apply

ot
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| | [ |
5-2 Choose MySQL and the suitable ODBC SQL Driver in the
first two drop-down lists. Fill in the IP address of your SQL
Server, the default port number "3306" and the user
login information. Click the magnifier icon to search the
databases from the designated SQL server and choose your
target database.
MexUA Server Utility: Trial Version (= 30 days) X
|| ODBC Database
J Create an ODBC connection to a SQL Server database
Status Endpoints Users MNode Config ODBC Database |jcense About
[ active sqL
SQL Server: SQL Server is Disconnection
SQL Type: MySQL w
SQL Driver: MySGL ODBC 5.3 Unicode Driver ~
SErver: | 10,13.1.157 ~
Port: |~:"f3':JG
User: |u|a
Password: AL
Database: ~ f"
information_schema
mysql
performance_schema
sakila
Apply
AIOT =.
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5-3 Click Apply and restart the Utility.

MexUA Server Utility: Trial Version (< 30 days >
ODBC Database
| [ Create an ODBC connection to a SQL Server database

Status Endpoints Users MNode Config ODBC Database |icense About

Active SQL
Information! *
S0L Server:
SQL Type:
o MexlJA Service has been restarted!
S0L Driver:
Server:
Port:
User: |l-||a |
Password: | e |
Database: |U3 ke | e
oK Cancel Apply

The Utility will display that the connection is connecting.

MexUA Server Utility: Trial Version (< 30 days) >
ODBC Database
| 4 Create an ODBC connection to a SQL Server database

Status Endpoints Users MNode Config ODBC Database |jcense About

Active SQL

S0L Server: I SQL Server is Connecting I

SQL Type: MySQL v
SQL Driver: MySQL ODBC 5.3 Unicode Driver ~
Server: | 10.13.1.157 v |
Port: |3305 |
User: |L.|Ia |
Password: | ene |

Database: |ua ~ | \i“'\

Cancel Apply

ot
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Step 6: Start logging the data

6-1 Prepare the dataflow on IoT Studio.

loT Studio

Q Flow 3 .
~ input = i
oo
o=

1-7—:: OPC UA Item (g >
‘ 7 e @ <) OPCUACIent @_E

—~ ® acive wriing

_‘ ::_/-; ) OPCUAltem @
U

6-2 Look up the database. Two new tables has been created, with
the data successfully recorded to the tables as well.

Mawvigator

SCHEMAS

Q [Fit

er objects

>

»
B
v

sakila
SYs

ua_..... e

'= Tables

» =| historizedevent
> historizedwvariable
Iews
@ Stored Procedures

@ Functions
> waorld
historizedevent historizedvariabl
=) :; ;E’ ﬁ @ Limit to 1000 rows = j,‘é_‘
1e SELECT * FROM uatest.historizedvariable;

<

| Result Grid | a:H 4} Filter Rows: |Ed'|t: |ﬁ| En B |Expnrt,|"lmpnrt: @ @ |WrapCeIIConte

id nodeid value ts

109 6002 57 2019-03-06 23:05:14.738
110 6001 S0 2019-08-06 23:05:24.741
111 6002 93 2019-08-06 23:05:24.744
112 6001 28 2019-08-06 23:05:34.738
113 6002 64 2015-08-06 23:05:34.741
114 6001 12 2019-08-06 23:05:44.741
115 6002 86 2019-08-06 23:05:44.743
116 6001 24 2019-08-06 23:05:54.739
117 6002 15 2019-08-06 23:05:54.742
118 6001 41 2019-08-06 23:06:04.741
119 6002 57 2015-08-06 23:06:04.743
1n ANNT az MI1QNKR-NA 22NA-14 743

ot
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historizedvariable

&

Limit to 1000 rows - ;,“5 < Q |1| |i|
1e SELECT * FROM uatest.historizedevent;

<

| Result Grid | HH 4% Fiter Rows: |Ed'|t: |ﬁ| B B |Export,l"]mport: == ] |W’rapCe||Content: El

id eventid eventtype message receivetime severity sourcer.
P |1 0x61459481... 10060 Mon exdusive level alarm active in Low 2019-08-07T05:56:54... 400 1
& 0x50F0ABSE... 10060 Mon exdusive level alarm inactive 2019-08-07T05:57:14... 100 1
3 0x53AF33D... 10060 Mon exdusive level alarm active in Low 2019-08-07T05:57:24... 400 1
4 0xDOFG9CD... 10060 Mon exdusive level alarm active in HighHigh 2019-08-07T05:57:34... 800 1
5 0xC3CB131... 10060 Mon exdusive level alarm active in LowLow 2019-08-07T05:57:44... 800 1
6 0xFDE39AB... 10060 Mon exdusive level alarm inactive 2019-08-07T05:57:54... 100 1
7 0x4F2718F1... 10060 Mon exdusive level alarm active in High 2019-08-07T05: 58:04... 400 1
8 0x0CE2B7F1... 10060 Mon exdusive level alarm inactive 2019-08-07T05:58:14... 100 1
9 0x6E4B4D07... 10060 Mon exdusive level alarm active in Low 2019-08-07T05:53:14... 400 1
10 0xAC&3F33... 10060 Mon exdusive level alarm active in High 2019-08-07T05:59:24... 400 1
11 0x54B90639... 10060 Mon exdusive level alarm inactive 2019-08-07T05:53:34... 100 1

ot
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MSSQL

Step 1: Environment Settings

1-1 Please download SQL Server, SQL Server Management Studio
and ODBC drivers from below URLs:
https://www.microsoft.com/zh-tw/sql-server/sql-server-
downloads#
https://docs.microsoft.com/zh-tw/sql/ssms/download-sql-
server-management-studio-ssms?view=sql-server-2017
https://www.microsoft.com/zh-tw/download/details.
aspx?id=56567

1-2 Open SQL Server Management Studio (directly enter "SSMS"
in the Windows search box to locate it) and connect to the
target SQL Server.

= Al Apps  Documents  Settings  Photos  More \/ Feedback -

Best match

@
A Microsoft SQL Server
Management Studio 18 > ,’2
Desktop app L]
Apps Microsoft SQL Server Management Studio 18
7 SSMs-Setup-ENU.exe > Desktop 2pp
T SSMS-Setup-CHT.exe >

Cf Open
CQ Runas administrator
[ open file location
= Pin to Start

&4 Pin to taskbar

il uninstall

3 Microsoft SQL Server Management Studio Quick Launch (Ctri+Q) P - B x
File Edit View Project Tooks Window Help
[8- a2 0| Brwvaey B0 8RS |9-¢-|@|s R =
Object Explorer
Connect~ ¥

SQL Server

Servertype:

Servername

Authentication Windows Authentication
DESKTOP-2853JGH user

ot
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Step 2: Create the user and give the user access permission

2-1 At the Object Explorer section, expand Security and right-
click the Logins folder, then click New Login....

|.5; Microsoft SOL Server Management Studio
File Edit View Project Tools Window
-0 (8- 02 B | B Newoue

| | Execut

Object Explorer > 1 x
Connect~ ¥ *¥ YO

= g DESKTOP-2859JGH (SQL Server 14.0.1000.1 A
Databases
=] Security

CE] Lo~ I —
MNew Login...

Filter 3

Start PowerShell
Reports 3

Refresh
NT SERVICE\SOLWriter

2-2 Fill'in the Login Name, select the SQL Server authentication
checkbox and enter the Password twice for confirmation.

B Login - New — O X

Select a page
F General
H Server Roles

# User Mapping I e |user|
# Securables : —
S Status (O Windows authentication

SQL Server authentication

IT Seript ~ @ Hep

| I Search

Password: |uu |

Confirm password: |---- |

[] Enforce password policy

(O) Mappedto cetfficate

Connection (O Mapped to asymmetric key

Server: [] Mapto Credential
DESKTOP-2853JGH

Mapped Credentials Credential

Connection: Provider

DESKTOP-2853JGH user

ﬁ View connection properties

Remove

Ready Default database master w

Default language <default> i

ot
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| [ [ |
2-3 Switch to the Server Roles page and check the sysadmin
role checkbox.
B Login Properties - user - O X
Selecta page S —
K General L st~ @ Heb
K Server Roles
# User Mapping Server role is used to grant server-wide security privileges to a user.
# Securables
K Status
Server roles:
[] bulkadmin
[] dbcreator
[] diskadmin
[] processadmin
[ public
[[] securityadmin
[] serveradmin
[] setupadmin
| sysadmin |
2-4 Switch to the User Mapping page. Select the target database
and enable all the roles for the user, then click OK.
B Login Properties - user - O X
Selectapaze IT Seript = @ Help
F General
F Server Roles
K Tzer Mapping Users mapped to this login:
F Securables Map Database User Default Schema
& St O] mester
O model
0O medb
o
dbo
Connechon
Server:
H1FILA Diatabase role membership for: vatest2
G : B
NEXCOMiahsich db_secessdinin ~
oy View connection properties ::_::;Ii::;::mmr
db_ddlzdmin
db_denydatareader
Progress b_denyd atawrriter
Ready db_owner
db_securityad min v
OK I Caneel
]
Q10T (1]
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2-5 Right-click the SQL server in the Object Explorer window,

and click Properties.

Object Explorer > o x
Connect~ ¥ ¥
Bl 4112-ULA (5L

NEXCOM\ula

= Databases Connect...
System Database Tesrres:
Database Snapsh
Register...
Q uatest2 egister
= Security MNew Query
Logins . -
Server Roles Activity Monitor
Credentials Start
Cryptographic Pr Stop
Audits
Server Audit Spe fape
Server Objects Resume
Replication Restart
PolyBase -
Always On High Avai FIrES '
Management Facets
Integration Services Start PowerShell
2% SOL Server Agent (A )
T2 XEvent Profiler Azure Data Studie  »
Reports 3
| Properties

Go to the Security tab, and choose SQL Server and
Windows Authentication mode in the first section. Then
click OK to finish the setting.

B Server Properties - 4113-ULA — O X

Selectapage LT Seript e Help
# General
F Memory

Server anthentication

(O Windows Avthentication mode
I (® 30L Server and Windows Authentication mode I

K& Database Settings
K Advanced
# Permissions

Login anditing

O None

@ Failed Ingins only

() Successful Inging only

(O) Both failed and successful logins

Server proxy account
Connection [[] Enable s=rver proxy account
Server:
4113-ULA
AR
Comnection:
WEXCOMilshsish Options
i Vizw connection properties [[] Eneble Comman Criteria complisnce
[] Enable C2 audit tracing
[[] Cross database ownership chaining
Progress
Eeady

| | Cancel

ot
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L]
Step 3: Set the TCP port for the SQL Server
3-1 Open SQL Server Configuration Manager. Navigate to
SQL Server Network Configuration > Protocols for
MSSQLSERVER, and double click TCP/IP.
[& Sql Server Configuration Manager O X
File Action View Help
e x| EB=H
@ S0L Server Configuration Manager (Local) Protocol Name Status
B SQL Server Services
_E SQL Server Network Configuration (32bit] h .ory ITIEI
@ 5QL Mative Client 11.0 Configuration (324 e : =
w _E SOL Server Metwork Configuration ; Enobled
&= Protocols for MSSQLSERVER
@ S0L Native Client 11.0 Configuration
Change the Enabled option to Yes.
TCP/IP Properties ? X
IP Addresses
=
Enabled Yes -
Keep Alive 30000
Listen All Yes
Enabled
Enable or disable TCP/IP protocol for this server instance
Cancel Apply Help
Q10T -
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3-2 Switch to the IP Address tab. Find the IP address you'd like to
connect and choose Yes in the Enabled field to enable it. Click

OK after complete.
TCP/IP Properties ? *
B 1p11 "
Active Yes
Enabled Nao
IP Address |
TCP Dynamic Ports
TCP Port 1433
B 1p12
Active Yes
-
ress 1270001
TCP Dynamic Ports
TCP Port 1433
B 1p13
Active Yes
Enabled MNo
IP Address feBl:clab: Tedb:2ff8:4e58%14
TCP Dynamic Ports
TD Dt 1422 W
Enabled
Enable or disable the IP address
I 0K I Cancel Apply Help

3-3 Go back to the main page of Configuration Manager and
navigate to SQL Server Services. Right-click on SQL Server
(MSSQLSERVER) and select Restart to apply all the changes
to the server.

[& Sql Server Configuration Manager - O X
File Action View Help
L AENIEREN 7 ARCROXOX )

‘@ SOL Server Configuration Manager (Local) Mame State Start Mode
B SQL Server Services 5

; L Server (M juiinaiiin g nni Automatic
_E 5QL Server Network Configuration (32bit] @SQL Sr\.rr Bro Start ed Other (Boot, Syste
@ 50L Mative Client 11.0 Configuration (324 @SQL Server Adt Stop ppEd - !
w _E SOL Server Metwork Configuration 9 Paks PR
B~ Protocols for MSSQLSERVER
@ SOL Mative Client 11.0 Configuration S
Restart
Properties
Help

ot
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Step 4: Turn off the firewall setting in Control Panel

4-1 Go to Control Panel > System and Security > Windows
Defender Firewall, and click Turn Windows Defender
Firewall on or off.

0 Windows Defender Firewall
& = ~ 4 @ > ControlPanel > System and Security + Windows Defender Firewall v B

Help protect your PC with Windows Defender Firewall

Centrol Panel Home
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Intemet or a network.

through Windows Defender

Firewsall .

Update your Firewall settings

) Change notification settings

Windows Defender Firewall is not using the

G Use recommended settings
recommended settings to protect your computer.

€ Tum Windows Defender
Eirewsll on or off

& Restore defaults

What are the recommended settings?

W) Advanced settings
Troubleshoot my network . g Private networks Connected ()

Networks at home or work where you know and trust the people and devices on the network

‘Windows Defender Firewall state: Off
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active private networks: 2 Network
Notification state: Motify me when Windows Defender Firewall blocks a
new app
. g Guest or public networks Connected ()

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: Off

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: T Unidentified network

Seealso

Notification state: Motify me when Windows Defender Firewall blocks a
new app

Security and Maintenance

Network and Sharing Center

4-2 Select Turn off Windows Defender Firewall and click OK.

@ Customize Settings — O

“— v 4 @ « Win.. > Customize Settings v D Search Control Panel o

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o () Turn on Windows Defender Firewall
Black all incoming connections, including those in the list of allowed apps
Matify me when Windows Defender Firewall blocks a new app

@ (® Turn off Windows Defender Firewall (not recommended)

Public network settings
o () Turn on Windows Defender Firewall
Bleck all incoming cennections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

e (® Turn off Windows Defender Firewall (not recommended)

Cancel

ot
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Step 5: NexUA Server Utility Settings - Node Config

5-1 Open the NexUA Server Utility and click Start to run the server.

MexUA Server Utility: Trial Version (< 30 days)

Status
Showr the status of NexUA server.

x

Status  Endpoints  Users
MexUA Server Status
Status: Stopped
UA TCP: Mot Supported.
HTTPS: Mot Supparted.
Information

Server Config:  ServerConfig.xml

Mode Config: MNodeCanfig. xml

Server Operation: Restart

MNode Config  ODBC Database License About

OK

Cancel

Stop

&pph‘

ot
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5-2 Switch to the Node Config tab and click Import to add your

XML address space file.

MexUA Server Utility: Trial Version (< 30 days)

Node Config
Specifies alarm and historical settings for MexUA Server

=]

Status Endpoints Users| Mode Config JODEC Database License About

Current Configuration

Config File Mame: ModeConfig.xml

Cancel

Alarm & HA List
# MNode Name Attribute Value
[ start Logging Configure

Import Export

Apply

5-3 Click Configure to show the Alarm & Historical Data window.

MexUA Server Utility: Trial Version (< 30 days)

Node Config
Specifies alarm and historical settings for NexUA Server

o

*

Status Endpoints Users MNode Config ODBC Database License About

Current Configuration

Config File Name:  ModeConfig. xml

Alarm & HA List

#  Node Name Attribute Value

[]start Logaging Configure

Cancel

Import Export

Apply

ot

Copyright © 2018 NexAloT Co., Ltd. All Rights Reserved.

42

NexUA Server User Manual



Chapter 2: NexUA Server Basics

5-4 Expand the node tree. Right-click the node and choose the
Alarm Event or Historical Data you would like to add, then

click OK.
Alarms & Historical Data bt
MNode Configuration
-1 Objects Attribute Value
-8 field1
: - ModeID
B--e basic
Y midity Namespacelndex MNS1 .
< Tempera [ Add Alarm Event | ::;”:"C
Alarm Event —
Historical Data | Add Historical Data | Variable
BrowseMame ns=0, "Humidity™
DataType Double
DisplayMame ™, "Humidity™
Description
WriteMask ]
UserwriteMask 0

Alarm Condition

HighHighLimit
HighLimit
LowLimit
LowLowLimit

[oc 1

Cancel

ot
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5-5 You can view the Alarm & HA List's changes below. Check
the Start Logging checkbox to log the data into database.
Click Apply to apply the settings to the server.

MexUA Server Utility: Trial Version (< 30 days) -t

Node Config
Specifies alarm and historical settings for NexUA Server

=]

Status Endpoints Users MNode Config QDBC Database License About

Current Configuration

Config File Name:  ModeConfig.xml

Alarm & HA List
#  Node Mame Attribute Value
‘W 01 s001
B oz so01
B 03 002
Start Logging Configure
Import Export

cancel|[ aomy

ot
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Step 6: NexUA Utility Settings - ODBC Database

6-1 Switch to the ODBC Database tab and check the Activate
SQL checkbox.

MexUA Server Utility: Trial Version (< 30 days) x

ODBC Database
| J Create an ODBC connection to a SQL Server database

Status Endpoints Users MNode Config | ODBC Database | license  About

SQL Server: 50L Server is Disconnection

SQL Type: =
SQL Driver:

Server:

Part: 3306

User:

Password:

Database:

Cancel Apply

ot
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HEE
6-2 Choose MSSQL and the suitable ODBC SQL Driver in the
first two drop-down lists. Fill in the IP address of your SQL
Server, the default port number "1433" and the user
login information. Click the magnifier icon to search the
databases from the designated SQL server and choose your
target database.
MexUA Server Utility: Trial Version (< 30 days) >
' ‘ . ODBC Database
J Create an ODBC connection to a SQL Server database
Status Endpoints Users MNode Config ODBC Database |jcense About
[ Active sQL
SQL Server: SQL Server is Disconnection
SQL Type: MS30L b
SQL Driver: ODBC Driver 17 for SQL Server w
Server: |1U-13- 1.157 ~ | Em
Port: |143~3 |
User: |U5E|' |
Password: | AL |
Database: | |V 5!
master
tempdb
model
msdb
| Apply
QAIOT -
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6-3 Click Apply and restart the Utility.

MexUA Server Utility: Trial Version (= 30 days X
ODBC Database
| 4 Create an ODBC connection to a SQL Server database

Status Endpoints Users Node Config CODBC Database |License About

Active SQL
Information! *
SQL Server:
S0L Type:
o MexUA Service has been restarted!
SQL Driver:
Server: L__;'h
Port:
User: |user |
Password: | sene |

Database: |ua w | IE\

0K Cancel Apply

The Utility will display that the connection is connecting.

MexUA Server Utility: Trial Version (< 30 days) *
ODBC Database
|4 Create an ODBC connection to a SQL Server database

Status Endpoints Users Node Config ODBC Database License About

Active SQL
SQL Server: I SQL Server is Connecting I
S0L Type: MSS0L v
SQL Driver: ODBC Driver 17 for SQL Server A
Server: | 10.13.1.157 ~ | \i“%
Port: | 1433 |
User: |USEI' |
Passwaord: | e |

Database: |ua w | \E\

G| [0

ot
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10T

Step 7: Start logging the data

7-1 Prepare the dataflow on loT Studio.

loT Studio

o

~ input

7-2

iiii : iii

Flow 3

—_—

@ active wriing

OPC UA ltem @}
OPC UA Item @

OPC UA Client. @

Look up the database. Two new tables has been created, with

the data successfully recorded to the tables as well.

Object Explorer
Connect~ ¥ ¥

(VB

= @ 4113-ULA (SOL Server 14.0.2027.2 - user)

=

=

Databases

System Databases
Database Snapshots

= Tables

Views

FH Resutts 2 Messages

W o @ A P —

zz

H

37

39

41

EL55RELS
E9565E68

o @ o o e w R

Results 2l Messages

id

36
v
33
39
40
41

eventid

Database Diagrams
System Tables
FileTables

External Tables
Graph Tables

External Resources

(x8621C64B8DB26D40ACICEAD7280952D9

[ Z3E4665F 135CB0419F 717E2AGBEE5046
(x381F25F1F7D451438DE28CRE374ERT2E
(xEZ3410A46DA2CEAABS12BBI76397EB24
(xE5456CFCEEZ95147A4DEEC16438F 158D
(x6C72F65B3B1CBC41B778A10DCEEEDSET
(x6B5015CD4FAZDS4BA4ED7E0B51D81AEF
(x0308F4ECAAZCBC45BBC06212C305F274
(x1441ABAS4CCEAI4BAF43D93D5A6B4234

nodeid  value
6002 O
6001 85
6002 40
6001 1
6002 65
6001 74
6002 M4
6001 49
6002 55
6001 7
6002 47
6001 39
6002 3

. (xDB6ESD0ABCFCA24BB5E14047B5DBFESS
. (x528D9FCF24880341A34E7B016332A1B6

ts

2013-08-28 00:08:19.457
2013-08-28 00:09:53.4%0
2013-08-28 00:09:55.9%0
2013-08-28 00:09:58.457
2013-08-28 00:10:01.493
2013-08-28 00:10:04.500
2013-08-28 00:10:06.9%0
2013-08-28 00:10:09.457
2013-08-28 00:10:11.997
2013-08-28 00:10:14.430
2013-08-28 00:10:17.9%0
2013-08-28 00:10:21.993
2013-08-28 00:10:25.000

~ 0 x

~
everttype  message
10060 Non exclusive level slam active in HighHigh
10060 Nen exclusive level alam active in High
10060 Non exclusive level alam active in Low
10060 Non exclusive level alam active in LowLow
10060 Non exclusive level alam inactive
10060 Non exclusive level slam active in High
10060 Non exclusive level alam active in Low
10060 Non exclusive level alam inactive
10060 Non exclusive level alam active in LowLow
10060 Non exclusive level slam active in HighHigh
10060 Non exclusive level alam inactive

receivetime

2019-08-28T03:43:11.4192
2019-08-28T06:07:02 4972
2019-08-28T06:07:08.082Z
2013-08-28T06:07:12.330Z
2019-08-28T06:07:18.027Z
2019-08-28T08:09:53.2352
2019-08-28T08:09:58.0052
2019-08-28T08:10:04.113Z
2019-08-28T08:10:14 2657
2019-08-28T08:10:21.921Z
2019-08-28T08:10:28.146Z

ot
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2.6 License

The License page displays the NexUA Server Version Information
and the Product details. Also, this page allows you to register the
product key online or offline.

MexUA Server Utility: Trial Version (= 30 days) >

“ License
ﬁ Descript the version information and its features.

Status Endpoints Users Mode Config ODBC Database License  phout

MexUA Server Version Information
Version:  Trial Version

Mumber:  1.20.037
Libraries:  libxml2 29.4, openssl-1.0.2 Embedded.

Product details

Max Connections:

Max MNodes:
Expiration: 30 days
License
— (=10
Activate: @ online (O 0ffine Activate
oK Cancel Apply
MexUA Server Utility: Trial Version (= 30 days) x

ﬁ . License
Descript the version information and its features.

Status Endpoints Users Mode Config ODBC Database License  About

MexUA Server Version Information
Version:  Trial Version

MNumber:  1.20.037
Libraries:  libxml2 29.4, openssl-1.0.2 Embedded.

Product details

Max Connections:

Max MNodes:
Expiration: 30 days
License
Software Key: — License
Activate: Oonline  @L Export Import

Cancel Apply

ot
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Item |Name

Description

1 License

Click License and enter your software key in the
respective fields. Click OK when done.

Please input software key: >

Software Key: | | |—| |—|

Cancel

Online
Activation

Change the radio button to Online. Click Activate
directly after entering the software key. You'll see the
below message box when the activation succeeds.

Question

The software key has been successfully activated. Please
restart MexUA service!

Yes Mo

The entered product key will introduce a respective
version of NexUA Server displayed in NexUA Server
Version Information and on the title of the GUI.

Offline
Activation

Offline activation is designed for the fields where
gateways cannot connect to the Internet. Change
the radio button to Offline. Click Export and save
the software key file(.nIm).

Export Activate X

« ~ 4 &> ThisPC > Downloads ~ & | Search Downloads o

Organize ~ MNew folder E- @

"
# Quick access Mo items match your search

I Desktop

4 Downloads

[£ Documents

10,1199
10,1317

[==RLRERRES]

»*
b4
*
&= Pictures *
*
*
v

File name: v

Saveastype Nim file (~.nlm) v

A Hide Folders Cancel

ot
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Item |Name Description

Message *

o The file is successfully exported.

And then go to NexAloT Software License Key System:
https:/keyserver.nexaiot.com/offline_activation

W' NEXAIOT KEY SERVICE X +

& C @ keyservernexaiot.co tion B &

NEXQIOT  SOFTWARE LICENSE KEY SYSTEM

Offline Activation

Please upload your cetificate file:

Click SELECT FILE HERE to upload the key file
you've just exported. Then click UPLOAD to
download the activated key file(.response).

W' NEXAIOT KEY SERVICE x R

< C @ keyserver.nexaiot.com/offline activation

NEXQIOT  SOFTWARE LICENSE KEY SYSTEM

Offline Activation

Please upload your cetificate file:

ot
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Item |Name

Description

Go back to the utility and click Import to put the file
you've just downloaded on Key Server. You'll see the
below message box when the activation succeeds.

Question

restart NexUA service!

o The software key has been successfully activated. Please

The entered product key will introduce a respective
version of NexUA Server displayed in NexUA Server
Version Information and on the title of the GUI.

After completing the license activation, you can view the changes on

NexUA Server.

NexUA Server Version Information and Product details sections.

MexUA Server Utility

ﬁ “ License

Descript the version information and its features.

*

Status  Endpoints  Users

Wersion:

MNumber:

Product details
Max Connections:
Max Modes:

Expiration:

License

Activate:

Software Key:  B771-XXxXX-XXXX60EB

(®) Online

Node Config ODEC Database License  Ahout

MexUA Server Version Information
Standard Version

1.20.037
Libraries:  libxml2 29.4, openssl-1.0.2 Embedded.

100
100
Unlimited

() offline

oK Cancel

Apply

ot
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2.7 About

In this page, you can view copyright notice and change the login
password for NexUA Server management.

MexUA Server Litility *

@, About
., ! Change login password and copyright

—

Status Endpoints Users MNode Config ODBC Datsbase License About

Change Login Password: Login Password o

Copyright
Copyright(C) 2019, NexAlot Co., Ltd.

The program is provided AS IS with NO WARRANTY OF
ANY KIND, INCLUDING THE WARRANTY OF DESIGN,
MERCHAMNTABILITY AND FITMESS FOR A PARTICULAR
PURPOSE.

QK Cancel Apply

QI0T =.
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Item |Name Description

Click Login Password to change the login
password. Enter the text in the respective fields, and
click OK when done. A message will prompt you
that the password has been changed.

Change Login Password Pt

Old Password: | |

Mew Password: | |

Confirm Password: | |

Cancel

Informaticn x

Login

Password
The password has been changed!

If the input password is invalid, please enter it again.

Warning >

| The password is not correct! Please try again.

ot
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